Background {#Sec1}
==========

Fixing methodology issues is one of the great challenges in contemporary biomedical research. Indeed, lack of reproducibility, related to a wide range of scientific misconduct aspects, from errors to frauds, compromises the outcomes of a clinical study and undermines research quality. Lack of reproducibility has been extensively studied, and medical scientific publications have been found on the whole to be not reproducible: they are full of "bugs". Ioannidis et al. estimated a rate of about 80% non-reproducible studies \[[@CR1]--[@CR3]\]. This rate may be related to several types of errors, misconduct or fraud. Improving quality of research by better reproducibility and empowering both researcher communities with secure data sharing and patient communities with tools guaranteeing their privacy are desirable goals that can be achieved in part with Blockchain technology \[[@CR4], [@CR5]\].

Blockchain can have a global impact on clinical research because it allows for tracking, sharing and caring for data. Indeed, it involves a decentralised secure tracking system for any data interactions that could occur in the context of clinical trials, with a peer-to-peer inclusive network that enables data sharing on the research side and ensures all the needed transparency and care for privacy concerns on the patient community side.

In turn, this system can lead to more trust in clinical research, whose credibility has been considerably undermined with repeated scandals in recent years \[[@CR6], [@CR7]\]. Blockchain technology can be considered a basis for improved clinical research methodology and a step toward better transparency to improve trust within research communities and between research and patient communities.

What is Blockchain? {#Sec2}
===================

Historically, Blockchain is known to be the technology powering Bitcoin, as an open, distributed public ledger recording all the Bitcoin transactions in a secure and verifiable way, without the need for a third party to process payments. In this context, Blockchain can be considered a full history of banking transactions.

More generically, Blockchain is a huge, public, secure and decentralised datastore \[[@CR8], [@CR9]\] of ordered records, or events, called blocks. Each block contains a timestamp and is linked to a previous block \[[@CR10]\]. Events can be updated by only a majority of users. Information cannot be erased. The datastore is owned by no one, is controlled by users and is not ruled by any trusted third party or central regulatory instance. In fact, trust is encoded in the protocol and maintained by the community of users.

In practice, the Blockchain architecture allows for storing proofs of existence of data. As the only proof of data is the data of proof, we believe that this is a paradigm shift for medical research methodology.

Building reliable clinical studies: at each step, keep track and timestamp {#Sec3}
==========================================================================

Inviolability and historicity of data are two major features of data at the functional level, "the data level". Regarding inviolability and historicity of data, it follows that Blockchain ensures that events are tracked in their correct chronological order, which largely prevents a posteriori reconstruction analysis.

First, data integrity is ensured by the cryptographic validation of each transaction \[[@CR11]\]. This is key to ensuring the sincerity of data --- limiting data falsification, data "beautification" and in some sense data invention. Second, traceability and historicity of the data are among the core functionalities of the technology: each transaction with Blockchain is timestamped \[[@CR12]\]. This information is publicly transparent; any user owns a copy of the proof of the time-stamped data. Figure [1](#Fig1){ref-type="fig"} shows the complex flows of heterogeneous data and metadata that circulate in a clinical trial, implying numerous healthcare stakeholders, and all documents whose proof of existence can be stored in Blockchain. Thus, the existence of data becomes provable while the data remain confidential.Fig. 1Clinical trial complex data workflow encoded in Blockchain

Below, we list non-exhaustive examples of key information that can advantageously "sit on the top" of the Blockchain:The data-sharing plan, including the schedule, dataset documentation and data-sharing agreement, if any, must be disclosed before the clinical trial begins, so this metadata can be timestamped in a chronological order in the unfalsifiable Blockchain.Before the clinical trial begins, consents and clinical trial protocol, including type of study, primary and secondary outcomes and inclusion and exclusion criteria, can be bundled into data structures stored on the Blockchain \[[@CR13]--[@CR15]\]. Data structures are then in one-to-one correspondence with consents and the protocol and its revisions, which accounts for robust proof of their existence. This feature can help prevent typical issues related to non-traceable clinical trial protocols, such as selective reporting outcomes related to selective reporting of harm, under-reporting of non-significant outcomes and mismatches between planned outcomes in the protocol and final publication. These issues are a well-documented source of bias \[[@CR16]--[@CR19]\]. In the Blockchain metadata set, we can also store information such as the mode of data collection, attribution method, dates of withdrawals to distinguish between early and late ones and dates of recurrent events.The statistical analysis plan is a critical need and is timestamped before the analysis is completed and, for a blinded study, before the data are unblinded. This plan includes the statistical methods, definition of harm events and multiple variable adjustments, if any. For example, sample size is a key item to compute to ensure that a study has enough power. Research teams often have no precise idea of the outcomes, so estimating the needed power in advance is difficult, which leads to an a posteriori calculus bias \[[@CR20]--[@CR22]\]. Here, we can imagine timestamping a set of metadata on the Blockchain: sample size, type I and type II errors, estimated event rate and treatment effect of interest. Timestamping will constitute a landmark in the Blockchain that will testify to the a priori-computed sample size.The analytical code \[[@CR23]\] should be shared and made open to prevent analytical errors \[[@CR24], [@CR25]\]. Taking into account that scripts continue to evolve and that a fixed state of the code is used to process the data, this precise state of the code must be "frozen" and timestamped to ensure that conditions under which data were checked and analysed are reproducible. Numerous tools enable the collaborative sharing of different versions of the code: "git" is by far the most used. It provides for version control, but git (or any version control system such as mercurial or svn) cannot prevent a timestamp alteration \[[@CR26]\]. The timestamp code on the Blockchain is, for todays' state of technology, the only robust unalterable timestamping method.

Privacy by design and data sharing in community-driven medicine {#Sec4}
===============================================================

At the experience level, "the community level", Blockchain is sometimes described as "trustless", which can offer the right conditions for data sharing. In fact, trust is built inside the protocol. Blockchain can be considered as a "privacy-by-design" peer-to-peer infrastructure. With the level of trust it can enforce, it should be considered a path through the age of community-driven methodologies. Polls consistently show that about 80% of consumers are eager to share their medical information \[[@CR27]\], provided privacy and security can be ensured. With the transparency of the Blockchain database --- owned by no one, publicly writable by anyone and with strong crypto-oriented consistency of the database transaction --- users do not need any third party to trust the system. Thus, the database opens a wide path to the data user's control or differential privacy, data sharing and community-driven clinical study \[[@CR23]\]: in a trusted environment, clinical research teams can "crowd-recruit" people to be enrolled in protocols with the help of community management techniques, and people can also volunteer to participate in such studies. Indeed, the Estonian e-Health authority has just implemented a Blockchain solution enabling storage of a million health records, letting patients control data access through a "Keyless Signature Infrastructure" \[[@CR28], [@CR29]\].

On the researcher side, data sharing is a subject of great interest and can provide many benefits. Indeed, sharing anonymised raw data, analysable datasets or a statistical analysis plan is a strengthening factor for reproducibility in science, opening clinical trials to secondary analysis or meta-analysis \[[@CR24], [@CR30]--[@CR32]\]. Blockchain implementations can enable distributed, secure cloud data sharing. The advanced Massachusetts Institute of Technology (MIT) project Enigma, still under testing and not officially released, is most promising. Enigma's Blockchain approach enables secure data sharing on a large scale and on a perimeter, finely controllable by the user who is sharing the data. With this kind of implementation, the data can be shared among any users or group of users, whether investigators, publishers or patients. The idea behind the technique is differential privacy: the user can fine-tune the equilibrium dose between publicly transparent data and control of the shared part between approved entities. Blockchain enables differential privacy in a secure way.

Clinical trial phase control: Smart Contracts {#Sec5}
=============================================

Besides archiving clinical trial-phase-compilable metadata on the Blockchain, we can also chain together different clinical trial steps so that each step depends on its predecessor. Blockchain technologies bring tools to achieve these "slicing" and "chaining" processes, called Smart Contracts, and can enforce the level transparency, traceability and control over clinical trial sequences.

According to Wikipedia, "Smart Contracts are computer protocols that facilitate, verify, or enforce the negotiation of a contract" \[[@CR33]\], and their execution can be implemented by using cryptographic hash chains. Practically, Smart Contracts enable the validation of a step with the only condition that every preceding step has been fully validated. For example, the chain of successive blocks could verify that the designed methodology has been followed, and the material presented to publishers would consist of the publication itself and the set of blocks that constitute the Smart Contract, whose correct execution indicates proof that the study was well conducted.

Figure [1](#Fig1){ref-type="fig"} shows that the Smart Contract represents a piece of code that holds a programmatically written contract between as many parties as needed, without any trusted third party, and that executes algorithmically according to the terms provided by the contracting parties. Examples of Smart Contracts are allowing for patient inclusion with the only condition that they have consented or for enabling data analysis with the only condition that the database is frozen. Each of the clinical trial steps detailed in the figure can be chained together in a preceding order, consolidating a transparent trial and preventing a posteriori reconstruction or beautification of data.

A proof of concept for collection of consent {#Sec6}
============================================

In a proof-of-concept experimental study, we implemented a Blockchain system to collect participant consent for a clinical trial (\[[@CR34]\] (under review), \[[@CR35]\]). Indeed, the US Food and Drug Administration reports that almost 10% of the trials that they monitor feature issues related to consent collection: failure to obtain written informed consent, unapproved forms, invalid consent document, failure to re-consent to a revised protocol and missing institutional review board approval to protocol changes \[[@CR36], [@CR37]\]. Precisely, in a fake experimental study, we timestamped each patient consent on the Blockchain and asked again for consent renewal with each revision of the protocol. We obtained a unique master document that holds, in a single data structure or piece of code called Chainscript \[[@CR38]\], all the consent collection data, each bound to a version of revised protocol versions. In fact, these data are "hashed", that is, formatted into a sort of cryptographic form of the real consent and protocol document data. Of importance, this master document represents a secure, robust proof of existence of the whole consent-collection process because of a strict one-to-one correspondence between hashed data and effective consent data. Also, this proof of existence can be checked on any dedicated public website.

Conclusions {#Sec7}
===========

Blockchain technology is a major opportunity for clinical research: it can help in structuring more transparent checkable methodology and, provided a set of core metadata is defined, can help check clinical trial integrity, transparently and partly algorithmically. Ultimately, Blockchain can lead to the structuration of some kind of community-driven Internet of health data, gathering researchers and patient communities, social networks and Internet of Things data flows, at a global dimension, with features of individual granularity, decentralisation and security and with transparent interactions to ensure easier and more transparent analysis.
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Bitcoin

:   A cryptocurrency and a payment system running on a peer-to-peer decentralised network, called Blockchain, enabling transactions between users without any third-party approval. Any of these transactions are stored on a shared datastore called a Ledger and validated through a complex cryptographic system.

Blockchain

:   A peer-to-peer network of users sharing a datastore. This datastore is the assembly of blocks of data, linearly chained together using cryptographic signature. The chaining process is validated by each node of the network.

Hash

:   A mathematical process to generate a fixed-length string of data from variable-length data.

Ledger

:   The public datastore, shared by all the users. It is an "append-only" datastore in that its restricted usage allows data to be stored only in an immutable way.

Node

:   Designates any computer connected to the Blockchain network.

Smart Contract

:   A piece of code that allows automatic transactions with the Ledger. This program executes when any general-purpose conditions defined by the contracting parties are met.

Transaction

:   An asset transfer between contracting parties, whose trace is registered in the Ledger.
